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Introduction

This document is a binding agreement between NHS Greater Glasgow and Clyde (a
Health Board), the six local authorities within the area of the Board (being East
Dunbartonshire Council, East Renfrewshire Council, Glasgow City Council,
Inverclyde Council, Renfrewshire Council, and West Dunbartonshire Council and the
six Integration Joint Boards established jointly between each Council and the Board
for each local government area together with the Arms’ Length External
Organisations (“ALEQOs”) set up by the local authorities. Formal legal designations
and addresses for all of these bodies are listed in Appendix 3. This document will
refer to the local authorities as “the Councils” or, when referring to one Council only,
by its initials; it refers to “the 1JBs” meaning the Integration Joint Boards or, when
referring to one 1JB only, by its initials; and to “the Board” meaning the Health Board
throughout. When referring to all the bodies covered by the Protocol, it refers to “the
Parties”. “Relevant Council” and “Relevant |JB” refers to the Council and IJB for the
same area.

The Public Bodies (Joint Working) (Scotland) Act 2014 requires Health Boards and
Councils to integrate planning for, and delivery of, certain adult health and social
care services.

The Councils and the Board have elected to use a “body corporate” arrangements
whereby services will be delegated to a third body called the Integrated Joint Board
(13B) whose composition reflects a partnership approach between each Council and
the Health Board (referred to as a Health and Social Care Partnership, HSCP) under
the leadership of a single Chief Officer. As a separate legal entity each 1JB has full
autonomy and capacity to act on its own behalf and can, accordingly, make
decisions about the exercise of its functions and responsibilities as it sees fit. The
Board and the relevant Council together have significant influence over the relevant
1JB, and they are jointly accountable for its actions.

The Councils and the Board are each individually Data Controllers under UK Data
Protection Legislation (the EU General Data Protection Regulation 2016/679 —
GDPR for short - as read with the provisions of the Data Protection Act 2018 — DPA
for short) which are collectively referred to as Data Protection Law for short. The
Councils and the Board are each responsible for their own compliance with the
provisions of Data Protection Law. Each Council is the Data Controller of Council
data and the Health Board is the Data Controller of Health data. The 1IBs will rarely
be in possession of Personal Data, as information reported by the Council and the
Board to the 1B will be in aggregated form. The only exception to this is likely to be
information about enquiries and challenges (appeals) to decisions and feedback
from time to time. The IJB may also hold information in relation to group
membership/local contacts. The IJB is the Data Controller of the IJB Data.

Each Council and the Board will also be Joint Data Controllers in respect of some
personal data (data control being shared between the Board and a specific Council,
not all six on a joint basis). This includes but is not limited to data relating to
addictions, learning disabilities, community mental health teams and rehabilitation
and enablement services data, as well as some assessment and some care
management related data. Joint data control will apply where there are teams
comprising both Council and Board employees who are able to process personal
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data on the same basis as an employee of the other Party. The data control
framework is set out in Diagram 1. Paragraph 1.1.3 sets out more detail relating to
how having Joint Data Controllers works.

At this time the Parties do not envisage significant sharing of personal data from
Council to Council although this may develop over time.

Diagram 1: data control in an IJB setting:

The ECLIPSE model of data control

Local Authority —
parent body \

Delegates powers Dele

Health and Social
Care Partnership

Issies directions Issues directions
Local Authority —
data controller .
. Information flows
(SW clients)

1.1.2 The Parties positively encourage their staff to share information appropriately about
their service users when it benefits their care and when it is necessary to protect
vulnerable adults or children. This document describes how the Parties will
exchange information with each other - particularly information relating to identifiable
living people, known legally as “personal data”. The purpose of this document is to
explain why the partner organisations need to exchange information with each other
and to put in place a framework which will allow this information to be exchanged in
ways which respect the rights of the people the information is about, while also
recognising that there are circumstances in which staff must share personal data,
for example to protect others. This protocol complies with the laws regulating this,
particularly the Data Protection Act 2018 and the GDPR. This Protocol explains
how and when it is permissible to share personal data. This document is intended
to provide a high level statement of principles on data sharing and associated
issues, and to provide general guidance to staff on sharing information or disclosing
it to the other Party. The intention is to enable the appropriate flow of information to
enable services to be delivered and to give clear guidance to staff on their
responsibility to share information where they have concerns about a third party.
Staff must therefore familiarise themselves with the relevant summarised guidance
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and any local procedures before releasing information to the other Parties. This
document is also intended to be made available to service users and others whose
information may be exchanged, in order to be as open and transparent with those
individuals as possible regarding what may happen with their personal information.
A template for local guidance, where this is required, is included as Appendix 1.

1.1.3 As noted above (see paragraph 1.1.1), for some areas of activity the Board and
Relevant Local Authority are acting as Joint Data Controllers. GDPR Atrticle 26 sets
out a number of requirements to be addressed where there are Joint Data
Controllers, which are addressed here:

1.1.3.1 Subject access requests: these can be made by contacting any of
the Parties directly. For data which is subject to joint data control, a
subject access request to any of the joint controllers will be treated as
having all jointly controlled data within its scope. See sections 6.1
and 6.2 for more details of this.

1.1.3.2 Objections to processing and requests for erasure: these can be
made by contacting any of the Parties directly. For data which is
subject to joint data control, objections and requests for erasure must
be determined jointly and all Joint Data Controllers give effect to the
decision reached. See section 6.3 for more details of this

1.1.3.3 Other individual rights: these can be exercised by contacting any of
the Parties directly.

1.1.3.4 Transparency: the Parties will publish privacy statements providing
the appropriate level of detail regarding data sharing between them.
See Section 3 for more details of this. This Protocol will itself be
published on the Parties’ respective websites.

1.1.3.5 Contact points: all Parties will publish details of their respective data
protection officers, all of whom are authorised to discuss data
protection issues in terms of this protocol with Service Users and
others.

1.1.4 This document was originally built upon the Data Sharing Framework issued by the
Information Commissioner (the independent official who oversees data protection
issues in the UK) in October 2007. It was subsequently reviewed and updated to
reflect the Data Sharing Code of Practice issued by the Information Commissioner
in May 2011. This version of the protocol has been updated to reflect the changes
in data protection law which came into effect on 25 May 2018 and also to reflect the
creation of Integration Joint Boards under the Public Bodies (Joint Working)
(Scotland) Act 2014. This summary describes, in general terms, the main ways in
which information will be exchanged and addresses all the areas mentioned in the
Commissioner’s Code of Practice. Each area is described in more detail in the
corresponding section of the Protocol which follows.

1.1.5 As noted above, a number of the local authority signatories to this Protocol have
themselves established a number of Arms’ Length External Organisations, or
ALEOs, to carry out activities which were previously carried out by departments of
those local authorities. These take a variety of legal forms, some are wholly owned,
some owned jointly with other public bodies or private companies; some are also
registered charities. Each is a data controller in its own right. This protocol permits
sharing of information between the Parties, including ALEO Parties, where an
appropriate lawful basis for this sharing has been identified and (where appropriate)
the relevant privacy statement information has been provided to the data subjects
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concerned. Each local authority Party confirms that in signing this Protocol it is also
signing on behalf of and as authorised by the ALEOs listed against that local
authority in Part 4 of Appendix 3.

1.1.6 All the Parties also all have a network of data processors acting for them under
instruction and in terms of written agreements; in some cases, parties to this
Protocol may be acting as data processors to other Parties. All Parties to this
protocol confirm to each other that where a processor is handling data shared in
terms of this protocol, appropriate checks have been carried out as to the suitability
of the processor to handle this information and required contracts in writing have
been entered into.

1.1.7 This information sharing protocol is intended primarily to address information
sharing and data control in the context of health and social care but is wider in
scope than this and also address areas such as information sharing between the
Board and the Councils in their capacity as education authority for their respective
areas which supports activity such as health surveillance and immunisation
programmes for pre-school and school age children.

1.2 Deciding to Share Personal Information

1.2.1 The Board and the Council encourage their staff to share information about their
service users for the purposes of better and more effective care and where
information sharing is necessary to protect vulnerable adults or children.

Information has been shared between the Parties for a number of years for the
benefit of clients. Sharing relevant information leads to benefits for service users in
improved and more joined-up services. However, it is important to recognise that
legal safeguards are in place to ensure that only relevant information is exchanged
in the appropriate way and that it will only be accessed by staff who require to do so
in connection with their duties. All staff of the Parties who have access to personal
information are contractually obliged to treat it as strictly confidential, and all
information exchanged is kept secure by both parties. As explained in Section 2
below, this version of the Protocol reflects GDPR requirements and recognises that
consent will rarely be the legal basis for information sharing. However it is still
important to distinguish between situations where information sharing is informed by
the views (and particularly the objections) of data subjects and those where it is not.
This may be either because those views cannot be obtained or where a clear duty to
share information means that such views can have no influence.

1.2.2 This Protocol is concerned with the exchange of information between the Parties.
However, both staff and service users should be alerted to the fact that all Parties
will exchange information with, or disclose information to, other organisations and
agencies who are not a party to this Protocol. This will be governed by the
appropriate legislation; the data protection policies and privacy statements of each
Party should be referred to for more information on such exchanges and
disclosures.

1.3 Fairness and Transparency

1.3.1 The Parties to this agreement explain the general nature of their data sharing
arrangements in a number of ways — leaflets, posters, forms, recorded messages on
telephone systems, and through their respective websites — and will continue to do
so (and indeed, will continually develop and improve their approach to publicising
these arrangements). The minimum content of such explanations is described later
in this Protocol. The websites of the respective Parties also include more detailed
information for those who wish to find out more. The Parties also have systems in
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place for dealing with inquiries, including inquiries about these arrangements, and
are committed to being as open and transparent as possible about what information
is exchanged and why. More detail on this can be found in section 3 below.

1.4 Security of Shared Information

1.4.1 The Parties agree that following an evaluation of information sensitivity and
business impact levels, the highest available levels of both organisational and
technical security measures will be applied. All Parties have strict information
security policies which must be applied to information exchanged under this
Protocol. All staff having access to shared information are professionals who have
professional and contractual confidentiality obligations which the Parties agree to
enforce if necessary. This is reinforced through staff induction procedures and
training. More detail on this can be found in section 4 below.

1.5 Information Governance

1.5.1 Information sharing can best achieve improvements in service delivery if the
information conforms to certain standards to ensure that it is accurate, up-to-date,
and correctly applied to the right person. The Parties have their own systems to
monitor and check the quality of the information they hold, including information
exchanged with the other Parties. Sharing must only take place where there is no
doubt that the information relates to the right person. The Parties have mechanisms
for informing the others in the event that information is found to be incorrect, out of
date etc.

1.5.2 By law, none of the Parties are entitled to hold personal information for longer than
is necessary. Itis, however, not always easy to define how long it will be necessary
to hold particular information, as circumstances may change and events may only
come to light many years after they originally happened. The Parties will have their
own policies on how long to keep different types of records (policies such as this are
known as “retention schedules” as they describe how long to retain the different
types of document or record). Shared information is covered by the retention
schedule of the Party holding it subject to arrangements to ensure consistency of
approach between the Parties on this.

Before introducing new methods of processing or sharing personal data it is good
practice to consider the benefits as well as the risks and potential negative effects
for the individuals to whom the data relates. A Data Protection Impact Assessment
(DPIA) is one method of doing this. Both the GDPR and this protocol commit each
party to conducting such assessments in certain circumstances. More detail on this,
as well as information standards and retention referred to above, can be found in
section 5 below.

1.6 Individual’s rights

1.6.1 Everyone has the right to ask to see what information an organisation holds on
them, to object to information about them being processed and to complain about
the use of their information or denial of access to it. This Protocol spells out how
these rights will be given effect to in a joint working environment. In essence, a
request by someone to see the information held which relates to them (known as a
“subject access request”) addressed to a particular Party to this Protocol will be
taken to include any information relating to them which has been provided by the
other Party, including information on any jointly held databases or held in a joint
working environment such as a Health and Social Care Partnership.
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1.6.2 All Parties have a policy of being as open with people as possible, but there are
circumstances (described in general terms later in this Protocol) where someone will
not be given full access to the information relating to them. The procedures for
subject access operated by all Parties also ensure that the rights of third parties who
may be mentioned in someone else’s files are adequately respected and, where
appropriate, protected. More detail on this can be found in section 6 below, which
also covers the process for responding to people exercising any of a number of
individual rights under the DPA or the GDPR.

1.7 Freedom of Information

All the Parties are Scottish public authorities for purposes of the Freedom of
Information (Scotland) Act 2002 and must respond to any valid request for recorded
information made to them. This would include an obligation to respond to requests
about information sharing practices and procedures such as the arrangements
under this Protocol. It should be noted that the actual personal information
exchanged between the Parties will, in almost every case, itself be exempt from
disclosure under the freedom of information legislation. All Parties will include this
Protocol and its supporting documentation into their respective Guides to
Information produced in accordance with their Publication Schemes. More detail on
this can be found in section 7 below.

1.8 Review

1.8.1 Information sharing initiatives will be reviewed regularly to ensure that they continue
to meet their objectives in a way which is consistent with the rights of the individuals
concerned. This Protocol builds on work previously undertaken between the Parties
under previous Protocols and in preparing it, the opportunity was taken to review the
effectiveness of those existing arrangements and amend them where necessary.
This Protocol will itself be subject to annual review. More detail on this can be found
in section 8 below.

2. DECIDING TO SHARE PERSONAL INFORMATION

2.1 The Board has the statutory responsibility to provide or arrange for the provision of a
comprehensive range of healthcare, health improvement and health protection
services. The Councils have the statutory responsibility to provide or arrange for the
provision of social care services, education services and a humber of other local
authority functions which impact on the health and welfare of vulnerable persons,
service users, patients and carers. In each case, many of the services the
organisations provide can be provided better or more efficiently if there is a joined-
up approach to these services — and this can only be done if the organisations are
able to exchange relevant information with each other. Many of these functions are
delegated to the 1IB under the Public Bodies (Joint Working) (Scotland) Act 2014.
The I1JB has produced an integration scheme and strategic plan designed to better
provide for joint delivery of services and has issued instructions to the Council and
the Board to deliver these services. Specifically, information is shared for the
following purposes:

¢ to improve the quality of services for service users
¢ to protect vulnerable adults and children, who may or may not be service users
themselves

e to provide staff with the information they need to deliver joined-up and integrated
services
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¢ to enable each Party to discharge its statutory duties within the joint working
environment

to produce consistent services and information

to support joint care planning and commissioning.

to support a single point of access and out of hours services for the community
to support national initiatives on multi-agency working and information exchange
to support statutory reporting functions and effective use of resources

to assist the management teams of the Parties with planning and management
information;

to enhance the robustness and effectiveness of systems to protect service users
and others from harm;

to support health surveillance, screening and immunisation programmes;

to support health and wellbeing surveys;

for purposes of research; and

for other purposes which may emerge from time to time. Provided the Parties
agree that such further uses are necessary and proportionate and that the
information exchange underpinning such purposes is consistent with the over-
arching principles of this Protocol, then this Protocol shall also apply to such
other purposes. Any such additional functions which are identified will be added
to this list on the next review of this Protocol and reflected as quickly as possible
in the fair processing information made available to clients which is described in
Section 3 below. The Parties will exercise a high degree of scrutiny to ensure
that any additional purposes identified meet all the necessary requirements of
this Protocol.

2.2 Information has been shared between the Parties for a number of years for the
benefit of clients, under previous versions of this Protocol. In the course of drawing
up this version, work has been undertaken to identify areas of good practice (where
sharing information has led to improved services being provided) and to identify
areas where lack of information sharing has been a barrier to improvement. This
version of the Protocol seeks to build on the previous good work and to eliminate
unnecessary barriers where these have been identified.

2.3 Where service planning or other objectives can be achieved equally well using
statistical or anonymised data, then this should be done in preference to
exchanging details about identifiable people. The Parties should only exchange
information which can identify someone/can be related to a specific person where
using statistical or anonymised data will not achieve the objective.

2.4 This approach is line with the Caldicott Principles which regulate the use and
dissemination of health service information, including the seventh principle which
states that “The duty to share information can be as important as the duty to protect
patient confidentiality.” The procedures (and this Protocol) are designed to ensure
that data sharing between the Parties complies with all applicable law and
professional guidance, including the requirements of Data Protection Law. As the
Parties are also public authorities for purposes of the Human Rights Act 1998, this
Protocol is also intended to ensure that the right to respect for private and family life
laid out in Article 8 of the European Convention on Human Rights is observed and
complied with at all times, and that any infringement of that right is a necessary,
lawful and proportionate response to a particular situation.

2.5 In order to achieve the improvements in service delivery and the other purposes
mentioned in paragraph 2.1, the following sorts of information are exchanged:

o non-personal statistical and financial information derived from personal data
o research data and findings derived from personal data
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o standard demographic information about service users and those associated
with their care (names, addresses, dates of birth, contact details etc)

o unique personal identifiers (including Community Health Index (CHI) numbers
and internal reference numbers)

o the following information in respect of service users or those associated with
their care only where relevant to the provision of joint services to those
individuals or the protection of the service user and/or others from harm:

o information concerning physical and mental health and condition
medication, aids, adaptations, social supports, therapeutic interventions
family history/circumstances and other significant relationships (e.g. marital
status, dependants)

social circumstances and environmental factors

history of past involvement with any of the Parties

financial information

detail of enquiries or complaints received from and about service users and
those involved in their care

history of violent or abusive behaviour

criminal record

o assessment of risk or threat posed to or by an individual

o O

O O O O

o O

2.6 The law in Scotland makes very few explicit references to sharing information in the
way envisaged by this Protocol. Most of the information exchanged is carried out to
better achieve the general duties and obligations which the Parties have. Where
specific statutory “gateways” exist which authorise particular data exchanges
between the Parties, these are utilised where appropriate and with appropriate
publicity for those concerned.

2.7 Information regarding individuals will always be sensitive. All sharing of personal
information requires to be carried out in light of the legitimate rights and
expectations of service users and others, and an awareness of the risk to those
individuals. For example will any individual be damaged by data sharing? Are they
likely to object to data sharing? Will it damage their trust in either party?

2.8 In all cases, staff will be expected to maintain awareness of such risks and to only
exchange information which is relevant to and required for the purposes which
necessitate the data sharing. Information will be accessed only by the staff with a
need to see it, and will be kept secure at all times no matter which of the Parties
holds it at any given time, in accordance with the information security policies of the
Local Authorities and/or the Board, as appropriate. All staff of both the Board and
the Local Authorities who have access to personal information are contractually
obliged to treat it as strictly confidential.

2.9 There are also however risks of harm associated with not sharing information in
some circumstances. There will be occasions when information about an individual
will be shared despite their objections (and sometimes without their knowledge),
particularly to protect vulnerable adults and children, who may not themselves be
service users. If any member of the Parties’ staff believe there are risks to a
vulnerable person which may be mitigated by sharing personal information, they are
obliged to share that information. Staff will be expected to exercise good
professional judgement in balancing these risks and to always operate within the
context of sharing information in a secure, proportionate manner only when
necessary to achieve the objectives set out above.

2.10 The “consent or concern”-based model of information sharing under previous
versions of the protocol (i.e. the idea that data sharing can usually only be based on
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2.11

2.12

2.13

2.14

a person's consent unless this is superseded by welfare concerns) needed to be
reconsidered in light of the implementation of the GDPR. In terms of guidance on
consent under GDPR, the previous approach is no longer considered appropriate.
The Parties now recognise that a more granular approach is required, to reflect the
guidance on GDPR which indicates that in data protection terms, consent will rarely
if ever be the correct legal basis justifying the processing in question.

The Parties have analysed the data flows between them to assess which data
requires to be exchanged in order to deliver services to Service Users and patients
with a view to reducing any unnecessary or excessive instances of data sharing. It
is recognised that the remaining data which is exchanged between the Parties is
being exchanged in order to allow the Parties to carry out their respective public
tasks in terms of Article 6(1)(e) of the GDPR and, in so far as it relates to special
categories of data, that this is exchanged for purposes of delivering health and
social care services in terms of Article 9(2) as read with Paragraph 2 of Part 1
Schedule 1 to the DPA 2018. The Parties will no longer seek consent for this
minimum data set but will continue to observe the transparency requirements as set
out below. This will include publicising information describing situations where one
Party appoints another Party as a data processor.

It is important to note that the discussion of ‘consent’ here is limited to the technical
legal basis for data processing and has nothing to do with consenting to have
services in the first place. Services may be delivered because people agree to have
them (voluntary engagement / elective services), have services imposed on them
(for example compulsory treatment or statutory investigations) or have no
awareness of the service being delivered at all (for example where the person lacks
capacity). The Parties only impose services in limited circumstances and usually
people will still have to consent to our intervention. Informed consent to a medical
intervention remains a legal requirement in almost all cases. However, the legal
basis for data processing by a statutory body delivering health and social care
services remains the same in all three of those situations and does not dictate which
route a person takes into the service. If consent for services was required before
GDPR were in force then it will still be required, there will however no longer be a
need to obtain a second consent specifically for processing their personal data.
Once the service is in place data will be processed because it is hecessary for
carrying out the Parties’ public tasks under Articles 6(1)(e) and 9(2). The distinction
between data protection consent and electing to take up a service is explained on
the Glasgow City Council website here:
https://www.glasgow.gov.uk/index.aspx?articleid=22861 .

The agreement to take up an elective joint service should not be regarded as a
permanent state. During the course of service provision opportunities will arise to
review the continuing agreement to this service and any objections raised at that
time to the sharing of data associated with delivery of the joint service. Practitioners
should exercise professional judgement in determining whether it would be
appropriate to re-visit a Service User’s continued involvement at any given juncture.
Ideally it should take place in the context of a review or re-assessment.

Though formal consent is not required in order to process data in most instances,
specific consents may apply to the communication channel (i.e. whether email,
letters or phone contact is appropriate). Staff should use opportunities such as
reviews or assessments to reaffirm the Service User’s consent to the
communication channel(s) being used. Staff should also use such opportunities to
comply with transparency requirements, both where information is exchanged
consensually and where it is shared for the carrying out of public tasks.

NHSGGC LAs ISP GDPR and ALEO v1.0 (003) 10


https://www.glasgow.gov.uk/index.aspx?articleid=22861

2.15

2.16

2.17

2.18

2.19

A Service User has the right to object to us sharing information about them. They
also have the right to request deletion of their personal data by any or all of the
Parties which hold it. Objections and requests for deletion need to be dealt with on a
case by case basis. There is no automatic right to have the objection upheld
(except for processing consisting of direct marketing), nor an automatic right to have
data deleted — regardless of whether this data was acquired from another Party or
was acquired directly from the Service User.

Details of the privacy notice information provided to the Service User must be
recorded. For those limited areas where consent remains relevant, decisions
regarding Service Users’ consent, how and when it was obtained and whether it was
provided in verbal or in written form should also be recorded.

Details of objections to processing and requests for deletion should be recorded
together with the outcome of the decision relating to the request. The Party
receiving any such request should process it in accordance with their own internal
procedures. Refused or withdrawn consent, where relevant, must also be recorded
and actioned appropriately.

Although information will normally be shared on the basis of carrying out public
tasks - with full compliance with transparency requirements - there are some
circumstances where information must be shared without prior notification to the
Service User or other data subjects (i.e. persons other than an actual Service User).
In some cases, staff will need to consider the risks to a Service User or others of not
sharing information. For example, staff should disclose personal information without
prior data subject notification in order to prevent abuse or serious harm to others. If
there are concerns relating to child or adult protection issues, staff must follow the
relevant local procedures of their partner organisation. Consent is not required in
any of these circumstances.

Though consent is not required in order to share information when statutory
functions are being discharged professionals will wish to have regard to the views of
patients / service users. This may impact on compliance with services and also
decisions made by professionals as to the extent of data sharing that is reasonable
and proportionate. Specific situations will require the exercise by professional staff
of judgement and discretion as agreed by the parties informed by the following
considerations:

2.19.1 if the individual cannot choose to take up an elective service due to their age
(noting that children aged 12 or above are presumed to have the required
capacity to consent or not; if aged less than 12, it is necessary to assess the
child’s capacity to do so): in these cases, professionals will be guided in
exercising the discretion referred to above by both those persons having
parental rights in respect of the child and the child themself to the degree
their wishes may be established;

2.19.2 if the individual has lost the required mental capacity due to a long-term
condition, professionals will be guided in exercising the discretion referred to
above by persons lawfully appointed and able to take welfare decisions on
behalf of the incapacitated person, as well as person themself to the degree
their wishes may be established;

2.19.3 if the individual has lost the required mental capacity due to a long-term
condition, and there is no person lawfully appointed and able to take welfare
decisions on behalf of that person, then the relevant professionals will base
the exercise of their discretion on matters of data sharing in accordance with
the tests laid down in incapacity legislation, on the basis of the person’s
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known/ascertainable wishes, those of nearest relatives and primary carers
etc. In all cases, the paramount consideration will be the welfare of the
individual consistent with their expressed wishes;

2.19.4 if a person has lost capacity due to a short-term event (such as
unconsciousness), information will only be exchanged where necessary to
protect their immediate interests, and then only to the minimum extent
necessary until such time as a fuller basis can be established as to the
extent of data sharing required to exercise statutory duties;

2.19.5 if one of the Parties’ staff has concerns that there are risks to a vulnerable
adult or child, information on a service user (and any other relevant
information about third parties) may be shared regardless of immediate
objections and indeed in some cases without the person's knowledge of the
information sharing. Formal objections to continued processing may be
considered later but the immediate priority is for data sharing to proceed to
protect the vulnerable person;

2.19.6 information will be exchanged in terms of the MAPPA arrangements (Multi-
Agency Public Protection Arrangements) which the Local Authorities, the
Board and a range of other public bodies are party to under the laws
governing management and supervision of offenders; and

2.19.7 information may be exchanged in relation to suspected serious criminal acts
or other seriously improper conduct where no reasonable local authority,
health board, 1JB or ALEO could fail to act on the information in its
possession.

2.20 In any case where mental capacity is in issue, staff will follow procedures laid down
in relevant local guidance documentation on how capacity is to be assessed, and
will not make unsubstantiated assumptions regarding capacity or otherwise without
a proper assessment being carried out.

2.21 Service users should not be asked whether they wish to take up a service if
professionals involved in their care or service delivery have formed a view that
compulsory measures are required as this creates a false impression of control
where none truly exists. Nor should service users be asked to consent to the
sharing of their data when sharing is on the basis of the discharge of statutory
duties. They should instead be directed to the relevant privacy statement that
explains the lawful basis of processing. This does not prevent seeking service
users’ views on the subject, provided it is made clear that the ultimate decision may
not be theirs.

2.22 ltis anticipated that most data sharing between the parties will be on the basis of
routine joint working and pre-planned activities. However there may be instances,
particularly urgent or emergency situations, where staff of either party may be asked
to share information with staff from the other on an unplanned ad-hoc basis. This
could be for a number of reasons, for example, to protect either staff or Service
Users or to ensure emergency provision of services. In these circumstances the
person requesting information may not be the person that the other party’s member
of staff normally deals with. In such situations, the following process should be
observed:

2.22.1 The person receiving the request should satisfy themselves as to the identity
of the person making the request and their reasons for making the request.
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2.22.2 The person receiving the request should ascertain whether the person
making the request has agreed to take up a service and the information
sharing being considered is an essential part of that service delivery. If they
have not agreed to this or the information is not essential for the service they
have agreed to, the person receiving the request should make a decision as
to whether the circumstances require that consent should be sought before
the data is shared (noting that it is unusual to seek consent in this context) or
whether it is reasonable in all circumstances to share the data without
seeking consent. In such cases the person receiving the request also needs
to go on to consider the extent to which they still need to inform the service
user as to the proposed disclosure.

2.22.3 In determining what is reasonable, the staff member should have regard to
the balance of risk as outlined at 2.7 — 2.9 above.

2.22.4 If deciding to share information then the data shared should be the minimum
necessary to meet the requirements of the situation and data should be
shared by the most secure means available.

2.22.5 Both the person making the request and the person providing the information
should make a reasonably detailed record of the fact of data sharing and the
reasons for it.

2.22.6 The record should also indicate whether it is considered necessary to
provide the individual in question with a privacy statement or not, and if so
details of what information was provided and by what means.

3. FAIRNESS AND TRANSPARENCY

3.1

3.2

3.3

3.4

It is a basic requirement of data protection law that individuals should be told who is
holding information relating to them, what that organisation will do with that
information, and who they will pass it on to. In terms of this Protocol, all Parties are
“data controllers” of the personal information which they hold (see paragraph 1.1.1
regarding this), including information which they have received from each other. For
joint/integrated team settings, such as those within the Health and Social Care
Partnerships, the Board and the Relevant Local Authority are jointly data controllers
of information held in the joint team or integrated CHCP. This position should be
made clear to any service user who approaches either Party and whose information
may be shared under this Protocol.

The position regarding the identity of the data controller and the arrangements for
sharing information between the Parties will be publicised by both Parties in a range
of ways: through leaflets, poster, wording added to forms, and on the websites of
the Parties. The minimum content of such a privacy notice is described in Appendix
2. The Parties will, through ongoing contact with service users and engagement
with them, continue to raise awareness of the content of the privacy notice.

The content described in Appendix 2 is regarded as the minimum required to
comply with the general legal obligation to provide a privacy notice. It is recognised
that some service users and others will be interested in receiving much more
information than this basic minimum. The Parties agree to respect such wishes by
developing more detailed supplemental fair processing information to be provided to
interested persons on request and published on their respective websites.

It is necessary to communicate with the Service user or their lawful representatives
about the need for information sharing at the earliest appropriate opportunity,
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3.5

3.6

3.7

preferably at first contact. Being clear and open with Service Users about how their
personal information will be used, will allow them to make an informed decision
regarding consent for the sharing of their information,

The Parties further recognise that even such a layered approach to the privacy
notice requirements may not satisfy everyone and that there will still be some
people with unanswered questions. Both Parties have in place existing (separate)
mechanisms for such inquiries from members of the public and any such request
will be dealt with through these existing procedures (and see also section 8 below)

As described in section 2 above, most information will be exchanged on the basis of
processing which is necessary to carry out public tasks, with some additional data
being shared on the basis of consent. Such consent, where this is relied on,
requires to be informed consent, and so will only be valid if the individual has been
given an appropriate privacy notice prior to consenting to what is described.
However, as described in above in most circumstances this Protocol is intended to
cover, consent is not required and not appropriate in data protection terms. The
Parties will, so far as possible, continue to provide appropriate fair processing
information to the affected individuals even when their consent is not required (and
not asked for) prior to the information being released. However, in some cases this
is not appropriate, for example where telling someone about the proposed release
of information might actually endanger a child or vulnerable adult. This will only
happen in the circumstances described in paragraphs 2.19.5, 2.19.6 or 2.19.7 and
even then only where the relevant professionals involved have formed a view that
notifying the individual would have undesirable consequences for themselves or
someone else.

The more detailed supplemental fair processing information described in paragraph
3.3 will, in particular, advise people as to the agencies information is shared with,
the legal basis for this sharing and how to exercise their individual rights under data
protection law. It will also advise as to the sorts of activity where the Parties would
release information without revealing the fact that they have done so to the
individuals concerned.

SECURITY OF SHARED INFORMATION

4.1

4.2

The information passed between the Board and the Local Authorities under this
Protocol can include extremely sensitive data. The Parties have evaluated the
appropriate level of security and have concluded that the highest available levels of
both organisational and technical security measures will be applied to this
information.

Both the Board and the Local Authorities have information security policies which
are designed to protect the information (particularly, but not exclusively, personal
information) which they hold. These policies are binding on all staff of the
employing Party and disciplinary action could be taken against staff who violate
them. The policies apply to information held by that Party, whether it has originated
with that Party or been passed to it by the other. Where there is a joint or integrated
team, each member of staff continues to be bound by their own organisation’s
security policy. The governance arrangements for such joint working will address
any particular security issues which require to be addressed beyond the scope of
the general information security policies. Where the Board and a Local Authority
establish any joint databases, the agreements regulating the creation and use of
such databases will explicitly assign responsibility for information security to one or
the other Party to ensure that this is not overlooked.
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4.3 The Parties will review their respective information security policies and associated
procedures in the light of this Protocol to ensure that they are compatible with each
other. Any identified areas where they are not will be the subject of local guidance
designed as a minimum to bring the less secure Party or Parties up to the level of
the most secure one, and ultimately to bring all Parties up to the highest available
levels of both organisational and technical security measures as indicated in Section
4.1. In addition, the professional staff of all the Parties have shared professional
values and obligations of confidentiality to service users and may be subject to
professional disciplinary action (as well as, or instead of, disciplinary action by their
employer) if they breach those obligations. This is emphasised in staff training.

In extreme cases of knowingly and recklessly disclosing personal information
without the consent of the data controller, a criminal offence may have been
committed and in appropriate circumstances any Party may refer a member of staff
(or other individual) to the Police in connection with such an event. Staff disclosing
personal data in line with this Protocol and any relevant local procedural guidance
will be deemed to be acting with the permission of the data controller and so not be
liable to criminal prosecution.

4.4 The Parties will each ensure that the other Parties are promptly notified of any
personal data breaches or security risks (considered significant in line with current
Information Commissioner’s Office Guidance) affecting shared information. In
addition, the ICO will also be notified unless the Party which was data controller of
the compromised data concludes that the personal data security breach is unlikely
to prejudice the rights and freedoms of the affected data subjects (for example,
because the compromised data was encrypted). The Parties will, where
appropriate, work together to rectify any such breach or mitigate any such risk to
information security. If personal data is lost as a result of a security breach, the
Parties will consider on a case by case basis whether to notify the affected
individuals of the breach in line with the requirements of the GDPR.

5. INFORMATION GOVERNANCE

5.1 Information Standards

5.1.1 Shared information only has value if it is accurate and up-to-date. The Local
Authorities and the Board each have a range of initiatives underway to check
the quality and accuracy of the data which they hold, and particular
emphasis is placed on checking the accuracy and quality of information to be
shared externally. These include case recording audit and revision
exercises, supervision of case management procedures and similar data
quality exercises undertaken from time to time.

5.1.2 Similarly, information exchange can only work properly in practice if it is
provided in a format which the Party receiving it can utilise.

5.1.3 In all cases of data exchange, local guidance documentation will examine
the precise data sets and fields which require to be exchanged in order to
achieve a particular objective. These will be subject to periodic review at a
local level to ensure the continued relevance of all the information
exchanged.

5.1.4 The quality of data is important whether in shared records or in records held

by one Party only. The Parties will make arrangements for periodic sampling
of records held to evaluate the accuracy and general quality of data held.
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5.1.5 The Parties undertake to notify the other as soon as practicable if an error is
discovered in information which has been provided to the other Parties, to
ensure that the Parties are then able to correct their respective records. This
will happen whether the error is discovered through existing data quality
initiatives or is flagged up through some other route (such as the existence
of errors being directly notified to one or other Parties by the data subjects
themselves).

5.1.6 The parties undertake to have in place risk management and disaster
recovery processes which protects the integrity of personal data held for the
purposes of data sharing or held in any joint databases or held in a joint
working environment.

5.1.7 Relevant managers within each organisation will have the responsibility to
notify through their own organisation’s reporting procedures any significant
failing in the systems that hold these data. The parties undertake to notify
each other as soon as practicable if any such failing is identified and is likely
to remain unresolved for significant period of time.

5.1.8 Each Party will manage the information exchanged in terms of this Protocol
in line with its approved Records Management Plan in terms of the Public
Records (Scotland) Act 2011.

5.2 Retention

5.2.1 The Parties have their own policies on how long to keep different types of
records (policies such as this are generally known as “retention schedules”
as they describe how long to retain the different types of document or
record). For some records, the retention period is laid down by law; for
others, the Parties determine themselves how long they need to keep the
records for. Shared information will be covered by the relevant provision of
the holding Party’s retention schedule, although it should be noted that it is
still also covered by the retention schedule of the originating Party. In terms
of operational requirements, the other Parties may not need to keep the
information for as long a period as the originating Party, particularly for files
with an extremely long statutory retention period. This is covered within the
Parties’ existing retention schedules

5.2.2 The Parties will ensure that their retention schedules (particularly relating to
shared information) will be subject to periodic review to ensure that
information is being kept for as long as required, but not any longer.

5.2.3 The respective retention schedules of the Parties describe, where
applicable, the relevant statutory or professional regulatory or other guidance
which has informed or set the retention period for the information in question.

5.2.4 The Parties have established mechanisms for archiving information which
they require to retain for a period but which is not required for normal
operational use. Such archiving helps comply with respect for the privacy of
those involved by significantly reducing the number of people with potential
or actual access to that information.

5.2.5 In general, information exchanged under this Protocol will be shared with the
other Parties, and the originating Party will have retained a copy of the
information for its own continuing use. Against this position, the Parties
therefore agree that when information has reached the point where it is no
longer required by one Party, that that Party will securely delete or destroy
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5.2.6

5.2.7

the information (in accordance with good information security practice) rather
than returning it to the other Party. In some limited situations the Local
Authorities and the Board may be acting as “data processors” for each other.
In these instances the originating Party remains the data controller of the
information and the other Party is merely acting as their agent, processing
the data under instruction. In these circumstances the Party acting as data
processor will either delete/destroy the information or return it to the
originating Party, as determined by the instructions of the originating Party
under the relevant data processing agreement.

Data quality initiatives undertaken by the Parties will include within their
scope a review of adherence to the agreed retention periods to ensure these
are being applied correctly.

A Local Authority or Health Board may maintain (and retain) records on
behalf of an 1JB by extension of the former party's records management and
retention schedules.

5.3 Data Protection Impact assessments (DPIAS)

5.3.1

5.3.2

5.3.3

5.3.4

A Data Protection Impact Assessment is a tool for assessing, prior to
implementation, the benefits, risks and potential negative effects of any new
or substantive change in the manner of processing or sharing personal data.

Each party agrees to carry out a DPIA before implementing any new process
involving the use of personal data where either party considers likely to have
a substantive or significant impact upon the sharing of data under this
protocol or on the use or sharing with third parties of any data that is held on
any jointly held databases or held in a joint working environment

Such a DPIA will include formal consultation with the other party as to the
risks, benefits, privacy implications and potential reputational damage to the
parties in introducing the new process and will be in line with guidance
produced by the Information Commissioner’s Office.

The Parties will ensure all new or substantially different uses of personal
data are supported by a positive Data Protection Impact Assessment.

6. INDIVIDUALS’ RIGHTS

6.1 Access to Personal Information

6.1.1

6.1.2

Everyone has the right to ask to see what information an organisation holds
which relates to them. The Parties have existing informal routes to give
individuals access to the information held, which are encouraged and should
continue to operate even in a joint working environment. However, the
informal routes will not always provide access to complete files, which the
formal right covers. This Protocol accordingly spells out how this right will be
given effect to in a joint working environment.

The basic principle applied is that a subject access request addressed to a
particular Party will be taken to include any information relating to the
requestor which has been provided by another Party, including information
on any jointly held databases or held in a joint working environment such as
a Health and Social Care Partnership (see paragraph 1.1.1). However, if
there is any such shared information then a joint team meeting will be held to
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consider whether specific rules relating to health, social work or education
files, or exemptions relating to matters such as criminal investigations of
legal privilege apply to any of the information concerned (and which might
mean the individual is not given access to that information). In the event that
the request is a repeat request this joint team meeting will also consider
whether it would be appropriate to charge for the access request. The
Parties have a policy of being as open with people as possible, but there are
circumstances (described in paragraph 6.2.1 and 6.2.2 below) where
someone will not be given full access to their file. As noted above (see
1.1.3.1), for data subject to joint data control a subject access request to any
of the joint controllers will be treated as having all jointly controlled data
within its scope.

6.1.3 The Parties have existing procedures for processing subject access
requests. Itis recognised that not everyone will wish to see all the
information held on them but may instead be interested in one particular
issue. To facilitate this, and in addition to assisting those who might have
difficulty in reading or understanding a copy of their file, the Parties permit
individuals to attend their offices and inspect/be talked through their file, with
appropriate explanations (and where appropriate, the offer of counselling)
from professional staff. The Parties have existing accessibility strategies
and access to translating and interpreting services should these be required
to facilitate access by those with disabilities or for whom English is not their
first language.

6.1.4 Any request to either the Board, the Local Authorities or the IJBs will be
taken to include shared information that that party has access to where the
request either specifies that information or is sufficiently wide in scope
(following any necessary clarification) to be taken to include such shared
information. The subject access procedures followed by both Parties
therefore include searching any joint databases where appropriate, to ensure
that all relevant information is located and, unless exempt (on which see
paragraph 6.2) provided to the applicant. A request made to a joint team
(such as a Health and Social Care Partnership) will be processed by
whichever of the Parties appears most directly involved with the subject
matter of the request.

6.1.5 A service user who wishes to request a copy of all the information on them
held by each of the Board, the 1JBs and the Local Authorities must be
advised that this can only be done by making separate requests, one
addressed to each Party, from whom they want information.

6.1.6 A subject access request also includes the obligation on the data controller
to advise the data subject as to the purpose the information is held and any
potential recipients of that information. In terms of this Protocol, the Parties
agree that they may refer to the fair processing material described in
paragraph 3.3 above, and to this Protocol, Where information has been
received by one Party from another, this will be clearly explained to the data
subject (and the Parties will ensure that their records management
procedures relating to joint working are able to capture this information).

6.2 Withholding data from subject access

6.2.1 The Parties agree that, consistent with their respective obligations under the
Data Protection Law, not all information exchanged in terms of this Protocol
should be released in response to a subject access request. In particular,
care needs to be taken in respect of requests relating to Schedule 1
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6.2.2

6.2.3

6.2.4

6.2.5

6.2.6

6.2.7

6.2.8

6.2.9

6.2.10

6.2.11

offenders, adults with mental incapacity, children, and deceased persons.
The Parties agree to issue local guidance to their staff on how to respond to
requests relating to these groups.

Information may be withheld in responding to a subject access for a number
of reasons provided for in Data Protection Law. In terms of the information
shared in terms of this Protocol, information may be withheld on various
grounds. The following (6.2.3 to 6.2.10) are the most obvious examples but
this list is not exhaustive and where appropriate (and if necessary following
the joint team meeting referred to in paragraph 6.1.2) information may be
withheld on other grounds permitted by the law.

Schedule 1 offenders: information may be withheld which would prejudice
any ongoing investigations or prosecutions, or would permit confidential
witnesses or complainers to be identified, or would increase the risk posed
by the offender to third parties; in the case of investigations, the fact that
information is being withheld may itself be withheld to avoid tipping someone
off about the fact that the investigation is taking place;

Children and adults with incapacity: since by definition the request must be
being made by someone acting on the data subject’s behalf, information may
be withheld if the data subject has made it clear that they did not expect or
wish the person acting on their behalf to see the information;

In the case of children, a request may be declined if the Parties feel that the
person making the request is exercising their parental rights by making the
request other than in the best interests of the child;

Deceased persons: while information relating to deceased persons is not
covered by the provisions of Data Protection Law, the Parties agree that this
information remains sensitive and confidential in nature and should be
protected by appropriate measures. In general, requests for information
relating to the deceased will only be complied with where the law confers
such a right (under the Access to Health Records Act 1990 as amended) or
where it can be seen to be compatible with ongoing professional obligations
of confidentiality to the deceased person and their right to privacy;

In all cases, information relating to someone other than the immediate data
subject may be withheld, other than information about health, social work or
education staff (and even this may be withheld if there are concerns over
e.g. staff safety);

Where clearly medically indicated, health information may be withheld from a
person because providing it to them may cause serious mental or physical
harm to the applicant or others;

Information may also be withheld where it would be likely to prejudice the
carrying out of social work by causing harm to the physical or mental health
of any person;

Information exchanged under the MAPPA arrangements (see paragraph
2.19.6), will almost always be exempt from data protection requests.

The Parties will generally withhold the above categories of information to the
extent permitted by Article 29 of the GDPR and the provisions listed in
section 15 of the DPA.
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6.3

6.4

Obijections to data processing and requests for erasure

6.3.1

6.3.2

6.3.3

6.3.4

6.3.5

Under Article 21 of the GDPR, individuals have the right to object, on
grounds relating to their particular situation, at any time to processing of
personal data concerning them. This right only arises where processing is
based on point (e) or (f) of Article 6(1), i.e. where processing is carried out
either in the performance of a public task or on the basis of processing for
purposes of legitimate interests of someone. However as noted above (see
paragraph 2.11) most personal data exchanged in terms of this Protocol is
being processed in the performance of a public task and so the right to
object will apply to most of the information this Protocol relates to. The
objection can be an objection to a specific use of information about them or
to the fact that any of the parties holds any information at all on that
individual. Related to this is the right to erasure under Article 17.

If an objection or request for erasure is put in writing by the individual then
the party receiving it is obliged to reply (in writing unless the applicant has
requested a verbal response) within 28 days. This reply should either
confirm that the party intends to comply with the request to stop processing
data in the manner specified (or, where applicable, confirm that data will be
erased) and the timescale within which this will be done, or should confirm
that they do not intend to comply, in which case they must state reasons. An
objection must be given effect to unless the controller can demonstrate
“‘compelling legitimate grounds for the processing which override the
interests, rights and freedoms of the data subject or for the establishment,
exercise or defence of legal claims.” Requests for erasure can be rejected
on a wider set of grounds, including the situation where an objection to
processing has been declined.

There is an absolute right to object to processing consisting of direct
marketing.

The parties each agree to have in place procedures to deal with such
requests. Where the request covers information on any jointly held
databases or held in a joint working environment then the party who receives
the request agrees to notify the other party and to jointly discuss the matter
before responding.

A person who wishes more than one Party to cease processing information
held on them must be advised that this can only be done by submitting
separate written notifications, one addressed to each Party. As noted above
(see 1.1.3.2) if an objection relates to data which is subject to joint data
control then the consideration of the objection must include all data subject
to joint control and the outcome of that consideration be agreed jointly (and
acted on jointly) by both or all of the Joint Data Controllers.

Complaints

6.4.1

6.4.2

Individuals may have complaints about how their information is being
shared, the accuracy of data held by either party, the fairness of comment
and opinion relating to them or the manner in which a request to access data
or notice to cease processing has been dealt with.

Each party agrees to deal with such complaints under the complaints
procedure in place within their respective organisations.
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6.4.3 Each party agrees to analyse and report on complaints received and to
communicate to the other party where it appears to them that a significant
number of complaints, or one or more complaints of a serious or significant
nature, have been received relating to data sharing activities between the
two parties. There should then be a joint discussion at management level in
order to identify and resolve any problems within the data sharing activity.

7. FREEDOM OF INFORMATION

7.1

7.2

7.3

As noted above at paragraph 1.7, all Parties to this Protocol are Scottish public
authorities for purposes of the Freedom of Information (Scotland) Act 2002. In
consequence, the Parties are obliged to respond, within twenty working days, to any
request for information submitted to them in a permanent form (such as letter or
email). They are both additionally required to produce and maintain a Publication
Scheme (describing the classes of information which they publish), requiring the
approval of the Scottish Information Commissioner plus a Guide to Information. The
Publication Schemes and Guides to Information of the Parties are available on their
respective websites. The Parties will refer to this Protocol and its supporting
documentation in their respective Publication Schemes and Guides and will include
this Protocol and the supporting documentation to their websites for public perusal.

The Parties’ obligations under freedom of information legislation include an
obligation to respond to requests about information sharing practices and
procedures such as the arrangements under this Protocol. Any request for
information submitted to either Party will be processed under that Party’s existing
FOI handling procedures, and if necessary pass up through that Party’s internal
review procedure if the applicant is dissatisfied. The actual personal information
exchanged between the Parties will, in almost every case, itself be exempt from
disclosure under the freedom of information legislation, because exemptions built
into the legislation mean that an individual cannot use FOI to obtain personal
information about him/herself (the appropriate route for this is a subject access
request under Data Protection Law); nor can it be used to obtain information about
someone else (as disclosures about other people may breach Data Protection Law)
except in unusual circumstances. Requests for information submitted to a joint
team such as a HSCP will be routed through the most appropriate procedure, based
on the nature of the request and the information sought, unless the applicant has
expressed a preference for the request to be handled by one Party rather than the
other. Governance arrangements for HSCPs will address this issue in more detail.
It should be noted that some information, such as that exchanged under the MAPPA
arrangements (see paragraph 2.19.6), will almost always be exempt from both data
protection and FOI requests.

A request for information may include a mixture of both personal information and
non-personal information. Such requests require to be handled carefully and may
require a joint team meeting to be convened to discuss the most appropriate way of
dealing with this. The website of the Scottish Information Commissioner
(www.itspublicknowledge.info) includes detailed guidance on this issue and should
be referred to in appropriate cases.

8. REVIEW

8.1

Information sharing initiatives will be reviewed regularly to ensure that they continue
to meet their objectives in a way which is consistent with the rights of the individuals
concerned. This Protocol will itself be subject to annual review.
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8.2

8.3

8.4

8.5

8.6

Prior versions of the Information Sharing Protocol cease to have effect on the day
this revised Protocol is signed on behalf of the Parties. This Protocol itself will
continue in force until it is superseded by another Protocol in due course, or if all
Parties agree to terminate it. Any Party may withdraw on giving six months’ notice
in writing of its intention to do so.  This notification should be sent to
data.protection@ggc.scot.nhs.uk.

In drawing up this Protocol, extensive work was done to review what worked, and
what did not work, in terms of the previous Protocols. That work has informed the
terms of this Protocol and, critically, the terms of the various local procedural
guidance documents to be issued under the Protocol. This work is ongoing and will
continue to shape and inform future developments of the Protocol and the data
sharing arrangements it is intended to facilitate. This Protocol will therefore be
reviewed annually and may be subject to audit at the discretion of the Information
Commissioner. All Parties agree to such auditing and undertake to provide all
necessary cooperation with the ICO in the event of an audit being held or
considered.

In addition to these scheduled reviews, the Parties will also review this Protocol and
the operational arrangements which give effect to it, if any of the following events
takes place:

8.4.1 One (or more) of the Parties is found to have breached the terms of this
Protocol in any significant way, including any data security breach or data
loss in respect of personal data which is subject to this Protocol;

8.4.2 Any Party indicates that it intends to withdraw from this Protocol; or

8.4.3 The Information Commissioner or any of his or her authorised staff
recommends that the Protocol be reviewed.

Any such unscheduled review may be either in respect of the entire Protocol, or only
in respect of the elements of the Protocol directly relating to the event which
triggered the review, as the majority of the Parties agree is appropriate.

The local guidance procedures and other documentation to be issued under this
Protocol will be subject to document control and approval procedures agreed jointly
by the Parties affected by the procedures in question.

If there is a dispute between the Parties concerning this Protocol, the Parties shall
attempt to settle matters amicably on the basis of their respective professional
perspectives. If a dispute cannot be resolved by the officers immediately
concerned, they shall both escalate matters to a higher management tier, and
ultimately to their respective Chief Executives

9. COUNTERPARTS, DELIVERY AND EFFECTIVE DATE

9.1

9.2

This Agreement may be executed in any number of counterparts, each of which will

constitute an original, but which will together constitute one agreement.
Where executed in counterparts:

9.2.1 This Agreement will not take effect until each of the counterparts has been

delivered; and
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9.2.2 Each counterpart will be held as undelivered until the Parties agree a date

on which the counterparts are to be treated as delivered.

IN WITNESS WHEREOF this information sharing protocol consisting of this and the twenty-one
preceding pages, together with the three appendices attached, are signed for and on behalf of the
Parties as follows:

Executed for and on behalf of: NHS Greater Glasgow & Clyde

Signature

Name (Print)

Job Title (Print)

Date of Signature (Print)

Location
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Executed for and on behalf of: East Dunbartonshire Council

Signature

Name (Print)

Job Title (Print)

Date of Signature (Print)

Location
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Executed for and on behalf of: East Renfrewshire Council

Signature

Name (Print)

Job Title (Print)

Date of Signature (Print)

Location
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Executed for and on behalf of: Glasgow City Council

Signature

Name (Print)

Job Title (Print)

Date of Signature (Print)

Location
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Executed for and on behalf of: Inverclyde Council

Signature

Name (Print)

Job Title (Print)

Date of Signature (Print)

Location
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Executed for and on behalf of: Renfrewshire Council

Signature

Name (Print)

Job Title (Print)

Date of Signature (Print)

Location
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Executed for and on behalf of: West Dunbartonshire Council

Signature

Name (Print)

Job Title (Print)

Date of Signature (Print)

Location
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Executed for and on behalf of: East Dunbartonshire Integration Joint

Board

Signature

Name (Print)

Job Title (Print)

Date of Signature (Print)

Location
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Executed for and on behalf of: East Refrewshire Integration Joint Board

Signature

Name (Print)

Job Title (Print)

Date of Signature (Print)

Location
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Executed for and on behalf of: Glasgow City Integration Joint Board

Signature

Name (Print)

Job Title (Print)

Date of Signature (Print)

Location
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Executed for and on behalf of: Inverclyde Integration Joint Board

Signature

Name (Print)

Job Title (Print)

Date of Signature (Print)

Location
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Executed for and on behalf of: Renfrewshire Integration Joint Board

Signature

Name (Print)

Job Title (Print)

Date of Signature (Print)

Location
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Executed for and on behalf of: West Dunbartonshire Integration Joint

Board

Signature

Name (Print)

Job Title (Print)

Date of Signature (Print)

Location
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Appendix 1: Template for local quidance procedures

Introduction
This template exists to assist in identifying the key procedures that will be used to allow the legal
sharing of information between partner agencies in providing effective joint services to their
users.
Type in your response to each area and attach this document to the information sharing
protocol. Together this then forms both a legal and procedural framework document for
information sharing.

1. Aims and Responsibilities:

State the aims of your service here.

2. Information storage

How many formats will information be stored in. (i.e. Paper systems, electronic systems
including spreadsheets etc.) Give brief descriptions of each one.

3. Information Sharing / Security

State when and how in the course of your work that information may get shared and any
procedures that are followed in facilitating for this. Is data shared by written format, joint access
to systems etc. Who has access to this data? How is this access monitored?

4. Transparency Issues:

How are Service Users/Patients made aware of the use of their personal data? How are relevant
privacy notices issued? — by whom? How is this recorded? How are staff made aware of the
client/patient’s data protection consent in relation to means of communication? State any current
procedures adhered to.

5. Care management

State briefly how a persons care is managed from assessment through to service provision and
what methods are used for recording by various parties involved (i.e. paper file, electronic,
CareFirst etc)

6. Retention of information

Give details of any relevant procedures for retention and archiving of data and include relevant
link or contact to obtain access to this document

7. Subject access

The Local Authorities and NHS Greater Glasgow and Clyde have separate procedures to comply
with the requirements of the Data Protection Act, and access to personal records (include
relevant link or contact to obtain access to this document)

8. Complaints

The Local Authorities and NHS Greater Glasgow and Clyde have separate procedures to enable
people to complain about any aspect of their services, including breaches of the data-sharing
protocol (include relevant link or contact to obtain access to this document)
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Appendix 2: Privacy Notice - Minimum Content (GDPR)

1. Where personal data relating to a data subject are collected from the data subject, the
controller shall, at the time when personal data are obtained, provide the data subject with all of the
following information:

(a) the identity and the contact details of the controller;
(b) the contact details of the data protection officer;

(c) the purposes of the processing for which the personal data are intended as well as the legal
basis for the processing;

(d) where the processing is based on point (f) of Article 6(1), the legitimate interests pursued by the
controller or by a third party;

(e) the recipients or categories of recipients of the personal data, if any;

(f) where applicable, the fact that the controller intends to transfer personal data to a third country
or international organisation and the existence or absence of an adequacy decision by the
Commission, or in the case of transfers referred to in Article 46 or 47, or the second
subparagraph of Article 49(1), reference to the appropriate or suitable safeguards and the means
by which to obtain a copy of them or where they have been made available.

2. In addition to the information referred to in paragraph 1, the controller shall, at the time when
personal data are obtained, provide the data subject with the following further information
necessary to ensure fair and transparent processing:

(a) the period for which the personal data will be stored, or if that is not possible, the criteria used
to determine that period;

(b) the existence of the right to request from the controller access to and rectification or erasure of
personal data or restriction of processing concerning the data subject or to object to processing
as well as the right to data portability;

(c) where the processing is based on point (a) of Article 6(1) or point (a) of Article 9(2), the
existence of the right to withdraw consent at any time, without affecting the lawfulness of
processing based on consent before its withdrawal;

(d) the right to lodge a complaint with a supervisory authority;

(e) whether the provision of personal data is a statutory or contractual requirement, or a
requirement necessary to enter into a contract, as well as whether the data subject is obliged to
provide the personal data and of the possible consequences of failure to provide such data;

(f) the existence of automated decision-making, including profiling, referred to in Article 22(1) and
(4) and, at least in those cases, meaningful information about the logic involved, as well as the
significance and the envisaged consequences of such processing for the data subject.

3. Where the controller intends to further process the personal data for a purpose other than that
for which the personal data were collected, the controller shall provide the data subject prior to that
further processing with information on that other purpose and with any relevant further information
as referred to in paragraph 2.
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Appendix 3: Formal legal designations of the Parties to the Protocol

Part 1: Health Board Member:

NHS Greater Glasgow and Clyde (an NHS Board established in terms of National Health Service
(Scotland) Act 1978 (as amended) and having its Head Office at JB Russell House, Gartnavel
Royal Hospital Campus, Glasgow G12 OXH), referred to as “the Board”

Part 2: Local Authority Members:

East Dunbartonshire Council, being a Local Authority established in terms of the Local Government
etc. (Scotland) Act 1994 and having their headquarters at 12 Strathkelvin Place, Kirkintilloch, G66
1TJ (referred to as EDC)

East Renfrewshire Council, being a Local Authority established in terms of the Local Government
etc. (Scotland) Act 1994 and having their headquarters at Eastwood Park, Giffnock, East
Renfrewshire, G46 6UG (referred to as ERC)

Glasgow City Council, being a Local Authority established in terms of the Local Government etc.
(Scotland) Act 1994 and having their headquarters at City Chambers, George Square, Glasgow,
G2 1DU (referred to as GCC)

Inverclyde Council, being a Local Authority established in terms of the Local Government etc.
(Scotland) Act 1994 and having their headquarters at Municipal Buildings, Greenock, PA15 1LY
(referred to as IC)

Renfrewshire Council, being a Local Authority established in terms of the Local Government etc.
(Scotland) Act 1994 and having their headquarters at Cotton Street, Paisley, PA1 1EN (referred to
as RC)

West Dunbartonshire Council, being a Local Authority established in terms of the Local
Government etc. (Scotland) Act 1994 and having their headquarters at 16 Church Street,
Dumbarton, G82 1QL (referred to as WDC)

Part 3: Integration Joint Board members: [addresses to be checked]
East Dunbartonshire Integration Joint Board, an integration joint board established under the Public

Bodies (Joint Working) (Scotland) Act 2014 and having its headquarters at 12 Strathkelvin Place,
Kirkintilloch, G66 1TJ (referred to as EDIJB)

East Renfrewshire Integration Joint Board, an integration joint board established under the Public
Bodies (Joint Working) (Scotland) Act 2014 and having its headquarters at Eastwood Park,
Giffnock, East Renfrewshire, G46 6UG (referred to as ERIJB)
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Glasgow City Integration Joint Board, an integration joint board established under the Public
Bodies (Joint Working) (Scotland) Act 2014 and having its headquarters at Commonwealth House,
32 Albion Street, Glasgow G1 1LH (referred to as GCIJB)

Inverclyde Integration Joint Board, an integration joint board established under the Public Bodies
(Joint Working) (Scotland) Act 2014 and having its headquarters at Municipal Buildings, Greenock,
PA15 1LY (referred to as I1JB)

Renfrewshire Integration Joint Board, an integration joint board established under the Public
Bodies (Joint Working) (Scotland) Act 2014 and having its headquarters at Cotton Street, Paisley,
PA1 1EN (referred to as RIJB)

West Dunbartonshire Integration Joint Board, an integration joint board established under the
Public Bodies (Joint Working) (Scotland) Act 2014 and having its headquarters at 16 Church
Street, Dumbarton, G82 1QL (referred to as WDIJB)

Part 4: ALEO Members:

Part 4A: Glasgow City Council ALEOSs:

City Building (Glasgow) LLP, a limited liability partnership registered under the Limited Liability
Partnership Act 2000 (Company Number SO300990) and having its registered office at 350
Darnick Street, Glasgow, G21 4BA (owned jointly with the Wheatley Group).

City Building (Contracts) LLP, a limited liability partnership registered under the Limited Liability
Partnership Act 2000 (Company Number SO301080) and having its registered office at 350
Darnick Street, Glasgow, G21 4BA.

City Parking (Glasgow) LLP, a limited liability partnership registered under the Limited Liability
Partnership Act 2000 (Company Number SO301266) and having its registered office at 3rd Floor, 5
Cadogan Square, Anderson Centre, Glasgow, G2 7PH.

City Property (Glasgow) LLP, a limited liability partnership registered under the Limited Liability
Partnership Act 2000 (Company Number SO302223) and having its registered office at 229
George Street, Glasgow, G1 1QU.

City Property Glasgow (Investments) LLP, a limited liability partnership registered under the
Limited Liability Partnership Act 2000 (Company Number SO302466) and having its registered
office at 229 George Street, Glasgow, G1 1QU.

Clyde Gateway URC, a company incorporated under the Companies Acts (Company Number
SC335599) and having its registered office at The Olympia, 2nd Floor, 2-16 Orr Street, Glasgow,
G40 2QH (owned jointly by Glasgow City Council, South Lanarkshire Council and Scottish
Enterprise)

Clyde Gateway Developments Limited, a company incorporated under the Companies Acts
(Company Number SC335662) and having its registered office at The Olympia, 2nd Floor, 2-16 Orr
Street, Glasgow, G40 2QH.

Culture and Sport Glasgow (trading as Glasgow Life), a company incorporated under the
Companies Acts (Company Number SC313851) and having its registered office at 220 High Street,
Glasgow, G4 0QW.
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Culture and Sport Glasgow (Trading) CIC, a company incorporated under the Companies Acts
(Company Number SC313850) and having its registered office at 220 High Street, Glasgow, G4
OQW.

Jobs and Business Glasgow, a company incorporated under the Companies Acts (Company
Number SC108565) and having its registered office at Ladywell Business Centre, 94 Duke Street,
Glasgow, G4 OUW.

Property by Jobs and Business Glasgow Limited, a company incorporated under the Companies
Acts (Company Number SC142446) and having its registered office at Ladywell Business Centre,
94 Duke Street, Glasgow, G4 OUW.

Inverclyde Leisure, a company incorporated under the Companies Acts (Company Number
SC223197) and a recognised Scottish charity (Registered Number SC032161), having its
registered office at Waterfront Leisure Complex, Customhouse Way, Greenock, PA15 1EW

West Dunbartonshire Council:

WEST DUNBARTONSHIRE LEISURE TRUST (Operation of sports facilities) is a Arms’ Length
Organisation Private Limited Company by guarantee without share capital use of 'Limited'
exemption (Company number SC413707) and having registered office at Alexandria Community
Centre, Main Street, Alexandria, G83 ONU

Clydebank Property Company (regeneration company) is a Private limited Company (Company
number SC276873 and having registered office at 6 Church Street, Dumbarton, Scotland, G82
1QL
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