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1. Summary

As part of our council Information Security policy — a new and secure way of
sending sensitive information has been introduced across the council which all
our staff is able to use.

Since 17 August 2015 all staff are able to send sensitive emails using an
encrypt function within our council email system. This secure email process is a
convenient and efficient way to send sensitive information electronically — and
will be a change for the way in which you, our customers/partner organisations,
receive sensitive information from us. This secure process does not replace
any previous secure email processes that you may have used with us, such as
password protecting files — it can be used in addition to these.

Our process involves converting the email message and any attachments into
an encrypted PDF. You, as the person receiving the secure message, will need
to enter a password to view the message and its content and also use the
secure portal to reply back to us.

This guide has been developed for customers/suppliers of Glasgow City
Council who need to receive sensitive information from us.

It will explain how to use our secure email process, which involves
sensitive information being encrypted and emailed.

If you have any difficulties understanding the process and how to use it —
please view our_Frequently Asked Questions on our website at:

www.glasgow.gov.uk/secureemail or contact the person who sent you the
email.
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2. Why have we introduced this process?

To comply with our core council Information Security Policy our staff must not
send any confidential and sensitive information without sending it securely.

Encrypting information is a secure way to protect the data, and our secure email
process can be used in addition to any previous ways you may have received
sensitive information from us such as:

» Password protected files
+ WIN ZIP
« 7ZIP

* Objective Connect

Sensitive information that is not sent securely could fall into the wrong
hands and:

« endanger someone’s personal safety
* play a part in undertaking a serious crime

+ cause significant inconvenience, financial loss, distress or damage to a
customer or to our own reputation

Software — secure email

Council - Our secure email encryption process is provided by Sophos, the
same supplier who provides our antivirus solution for all council computers and
servers.

Your organisation - The only software required by your organisation to receive
and view secure emails from us, is Adobe Reader (v7 or above), which is
available as a free download on the internet.

CITY COUNCIL
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3. Receiving a secure email

Key Concepts

Not all emails from the council will be sent by secure email only those
containing sensitive information

The secure email content is sent as a password protected PDF file
attached to a covering email

The first time your email address is sent a secure email you will be
prompted to create a secure password

All secure emails sent to your email address from anyone at the council
will be opened using your secure password

Shared email accounts will only have one secure password which
opens secure email sent to those accounts even if that account is
accessed by multiple users

Receiving a secure email for the first time

+ Prior to receiving a secure email for the first time you may receive
an unencrypted email notifying in advance that you will shortly be
sent a secure email. This is done to alleviate user concerns about receiving
unfamiliar looking emails containing links to webpages.

 If you have any concerns about the authenticity of a secure email please
contact the sender to confirm it is genuine before following any links in the
email.

* Instead of receiving the content of the secure email sent by the council you
will receive an automatic notification email titled ‘You have received a
secure email from GCC’ (as shown in diagram 1).

-
v v
Glasgow
CITY COUNCIL

October 2017



.~ Glasgow City Council

Sophos Secure email - Customer User Guide

Diagram 1 — Secure email password registration email

H ° J * Y3 ¢ You have recerved a secure email from Glasgow City Council - Message (HTML)
MESSAGE ~ McAfee E-mail Scan
[ Meeting |38 Travel D S ToM Vi THRules~ =] ¢ n b= M Find
Byignore x O O R 9 | Travel Docume... &3 To Mansger = = 1 a C
£ e <; e (;F ')d @M B Team Emai v Done = BoneNote R B o | 8 ey~ |
elete tepl epl orwar - - -~ . o ove > ssign - Mar stegorize Follow ranslate | ot
Al 58 More E3 Reply & Delete ¥ Create New = . EPActions~ Policy - Unread z U g D Select~
Delete Respond Quick Steps T Move Tags 1) fLating 2ot

cial Work) < @glasgow.gov.uk>

You have received a secure email from Glasgow City Council

A

As part of our Information Security Policy at Glasgow City Council, we have enhanced he process for emalling sensitive information —
using encrypson software

Our secure email process

Itis important that we protect our customers’ and service user's informaton and this will help us do this — it requires a few simple steps.
Registering
You have been sent a secure email from “Robinson, Neil (Social Work)" ( 2qlasgow gov.uk) using our secure email system

As this is the first ime you are using tis system, you will need to regisier a secure password before you can receive and read your
message

To set up your secure password ciick here

You will also be asked Yo sel answers o three security questions.

Pammn smts Wain mad s st nassien manssined 1Al wlll ha ARIA I Annnsn And ARAR AR AR AmAlln annl fram Asrans Bva Aassnsil am il

» This notification email confirms that your email address has been sent a
secure email and prompts you to set a secure password which will allow
you to access the content of that email

» Once created, this secure password will be used to access any secure
emails sent to your email address by any sender at the council (excluding
schools).

» Follow the link ‘To set up your secure password, click here’ to open the
password creation screen. (See diagram 2).
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Diagram 2 — creating a secure password and recording answers to
security challenge questions

~

p
\

) ()2 htps /spx gasgowgovakiregite = @ Glasgow Coy.. O @

(

Set your passw

Emall Address:

Password:

Question 1:
Answer:
Question 2:
Answer:
Question 3:
Answer:

~) Glasgow City Council - Secure Mail

rd below to access secure emalls you ha

Confirm password: [

Password ResetRecovery:
Password questions and answers must be unique. Answers must contain at least 2 characters

[Fiease choose a question

2 Sophos SPX Secure Email R %

Ay

Password Requirements:
© Passwords must be 8-32 characters in length

© Passwords must be alphanumeric
(© At least one special character (-1&3%$@") Is required
© Passwords must maich

T

[Piease choose a question

I

| Please choose a question

I

Register

soves

PN? Gasgow City Councl, City Chambers, George Square, Glasgow, G2 1DU

» Create and confirm your chosen strong password making sure it meets
the requirements on the right hand side of the screen. 4 green ticks indicate
an acceptably secure password.

» Alongside creating your secure password, you will also need to record
answers to three security challenge questions and answers. These
answers are used to confirm the identity of a user attempting to Recover or
Reset a secure password.

* There are multiple questions to choose from but you cannot use the same
answer for two (or more) security challenge questions.

* ltis very important that you remember your answers to the chosen security
challenge questions as you will need to input them if you ever forget your
secure password or want to change it in the future.

* You will have 30 days from receipt of the automatic notification email to
register a secure password before the original secure email you have been
sent expires and can no longer be delivered to you.

* You will receive a reminder ‘Secure Email Registration Request’ email
message every five days until the end of this 30 day period.

CITY COUNCIL
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» Following the successful creation of a password the secure email sent by
the council will be released and delivered to your email address in this
format (as shown in diagram 3):

* an automatic covering email message
* an encrypted, password protected PDF file attachment containing the
secure email message

Diagram 3 — covering email message containing the secure email content
as an encrypted PDF file attachment

H® O §-- (please encrypt) Test Secure email from GCC (OFFICIAL) - Message (HTML)
MESSAGE  McAfee E-mad Scan

B lgnore x 4 [F2 Meeting  [B Travel Docume. © Manager ¥ £ Rules ~ - IlI ‘b a’%’ M Find Q
€ € O ggm- E3 Team Email J [ [ Relsted ~

.. Delete Reply Reply Forward K ol Move Assign Mtk Categorize Follow Translate Zoom
Al L S § s nresd - Up~ « B Select~

Delete Respond Quick Steps

Tags ] Eating
Mon 12/09/2016 15:38

(please encrypt) Test Secure email from GCC (OFFICIAL)

Message | T _2016-09-13-193012.p41 (353 KB)

Q Glasgow City Council - Secure Mail Qﬂ

Your secure email from Glasgow City Council has arrived

Your secure email message from "Robinson, Neil (Social Work)”" ( @91asq0w.ov.uk) is available 10 view.
How 1o view your message

« The message content s in a POF file attached 1o fiis emai

+You should use Adobe Reader (version 7 or higher) to view the POF file (you may need 1o save e PDF file 10 your network before you
are able 10 opan the POF in Adobe Reader)

+You will need 1o enter your secure email password that you registered %o open e POF

+1f you do not currently have Adobe Reader you can download it for free from

Forgot your secure password?

«1f you forget your secure password that you registered - you may need 10 either recover it of reset it Click gligk here to for ese options.

Support

* Refer 1o our Secure Email User Guidance and FAQ at www glasgow g for more on how % receive secure

» Follow the steps in the ‘Opening a Secure Email’ Section to access the
content of your secure email.

Receiving a secure email after registering a password

If you are receiving an encrypted secure email after previously creating a
secure password:

» Secure emails sent by the council will be delivered to your email address in
this format (as shown in diagram 3):

* an automatic covering email message

* an encrypted, password protected PDF file attachment containing the
secure email message

* Follow the steps in the ‘Opening a Secure Email’ Section to access the
content of your secure email.

CITY COUNCIL
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4. Opening a secure email

Key concepts

* Secure email content is contained in the PDF file attached to a system
generated covering email

Your password will open a secure email sent to your email account
from anyone in the council.

The PDF file attachment should be saved to your secure network and
accessed using Adobe Reader (v7.0 or higher).

Secure emails are opened using the password which was current at
the time when the secure email was sent — older secure emails may be
encrypted with previous passwords

* Secure emails from the council are delivered to recipients in an encrypted,
password protected PDF file which is attached to a system generated
covering email. See diagram 3.

* Upon receipt of the covering email it is recommended that the recipient
saves the PDF file attachment to a secure network location locally and
access the file from that location using Adobe Reader.

 If you do not have Adobe Reader (v7.0 or higher), on your PC, please contact
your IT department about installing this free application.

* Opening the encrypted PDF file by double-clicking it from within the covering
email may result in the email being opened in an internet browser PDF
Reader not Adobe Reader. Viewing the content of the secure email in
your internet browser may not allow you to see any files that have been
attached to the secure email.

* Opening the PDF file attachment in Adobe Reader will prompt you to input
your secure password as seen in diagram 4.

CITY COUNCIL
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Diagram 4 — encrypted PDF file password entry screen

Adobe Reader -
File Edit View Window Help

m ’ 100% -.’ ™ H&] Fill & Sign Comment

Password

_2016-08-13..." is protected. Please enter a Document Open Password.

Enter Password: ||

* If entering your secure password does not open the contents of the PDF file
refer to section 7 ‘Recovering and Resetting Secure Passwords’

* Once the encrypted PDF has been successfully opened with your
secure password you will see the first page of our secured council PDF
screen — as shown in diagrams 5 & 5a. This screen will look slightly
different depending on whether the secure email has an attachment or not.

CITY COUNCIL
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Diagram 5 — Our secure council email screen - first page

= 2016-09-13-193012.pf (SECURED) - Adobe Reader - oIkl
File Edit View Window Help x
B B e =] ® (]3| = @ [rase]]| Lﬁj B | L&j Fill & Sign = Comment

Glasgow City Council
Secure Mail S

Your secure mail from Glasgow City Council ACCI:SS
is now ready to view on the next page. —

ensure that you are using a recent version of Adobe Reader. CITYBUILDING
(Glasgow) LLP

Adobe Reader (Windows):
Click the Attachment tab on the sidebar ._._._

% To view any attachments that are included with your email, please

Diagram 5a — Our secure council email screen — first page with file

attachment
File Edit View Window Help x
| Hd & @) 1|72 () 9% - al = Fill & Sign | Comment
L‘ Attachments “
B pe - Glasgow City Council
Name Secure Mail = !
W] Corporate Graphics Job Reques r
&' Your secure mail from Glasgow City Council ACC‘ SS
is now ready to view on the next page. e
Vo view sy atlaw haveets that are ww haded with posr el please
' ermire hat you are wming 3 recent wrkon of Adote Header CITY R wiomwwe
N e Attt w6 P st Moo
;‘-—'\.- Panels » A,
Acote Reader (M) _
Cich v Allachment Wt on Pe sdeber .
o g o—
Wiew “eow > > L
P ]
e To send a secure reply, clich the Tephy' bullon on the neal page
- _ \
M you eaperience avy msses wilh s servac e pdeanse bt un brsow. Bhiansi
Secunl ovvk r Contre for
:o.i-f'aiarvﬂﬂ
Glasgow!ife’
(E 5 J
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* On this first page of the encrypted PDF you will see some general in
structions on how to work with the PDF file and any file attachments will
be visible on the left hand side of the page (next to the paperclip icon).

* Recipients are advised to save file attachments to a secure network
location before working with the document.

* To access the secure email message itself you should scroll down to the
second page of the PDF as shown in diagram 5b.

Diagram 5b — Our secure email screen, second page showing email
message content

Lo 2015-05-13-163012 (02.,pdf (SECURED) - Adobe Reader - oIEH|
file Edit View Wirdow Help x
B B8 ®®ne e ERBla 2| E Fill & Sign | Comment

From " (Social Work)* Reply

< @glasgow.gov.uk>

To

Subject (please encrypt) Test Secure email from GCC (CFFICIAL)

Date Mon, 12 Sep 2016 15:38:07 +01C0

OFFICIAL

Hello

This is the content of a test secure email for illustration purposes.

Regards

* The content of the secure email you have been sent will be displayed here
and it is from this screen that you can securely reply to the email

CITY COUNCIL
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5. Replying to a secure email

Key concepts

* Any Reply to a secure email received from the Council should be sent
securely

The only way to send a secure email reply is to use the ‘Reply’ button
embedded in the secure email PDF

You cannot create your own secure email to send to the council — you can
only securely reply to a secure email already sent to you

You cannot add or remove recipients to a secure reply

A secure email will only allow a secure Reply to be made for 30 days after it
is received. After 30 days a secure email will not allow a secure Reply to be
sent from it.

* If you require to reply to a secure email from the council that reply must
be securely sent back to the email sender. A secure ‘Reply’ button is
embedded in the PDF version of the original secure email message
(see diagram 5b).

* lItis not possible for you to create and send a new secure email to the
Council. The only way to securely send an email back to the Council is to
securely reply to an existing secure email already received.

* If you mistakenly reply to the automatic covering email which contains
the encrypted PDF file (see diagram 3), as you would reply to a normal,
unencrypted email then this reply will not be secure and may be
quarantined by our council email server.

* Open the original secure email message that you want to securely reply
to in Adobe Reader and scroll down to page two of the email PDF header.
Click on the ‘Reply’ button embedded at the top right of the secure email
message (see diagram 5b), to open the secure email reply screen as shown
in (diagram 6).

CITY COUNCIL

October 2017



.~ Glasgow City Council

Sophos Secure email - Customer User Guide

Diagram 6 — secure email Reply screen

_2016-09-13-193012 (002) pdf (SECURED) - Adobe Reader -8

- cEm :
A x T

F;le Edit View Win

Fill & Sign = Comment

Glasgow City Council - Secure Mail Qq A
| Reply |

From:
Toe " (Social Work]" < @plasgow gov uk>
Sutpect: e [SECURE REPLY] (phease encrypl) Test Secure emadl from GCC (OFFICIAL)

Onignal Message-
From * ¢ Work)® @gtasgow gov.uk>
Sent: Mon, 12 Sep 2096 15:38:07
To
Subjpct (phase encrypt) Test Secure emal fom GCC (OFFICIAL)
OFFICIAL
Hedo

This is the content of 3 35t Secure email for IS¥alon PUPOses

Regards

| Sena | Amachmants | 5 Send me a secure copy

* From the secure reply screen an email response can be composed and files
can be attached to that response before it is sent securely back to the original
sender.

* If the original secure email was sent to more than one recipient, the option
to securely reply to all recipients will be offered, as well as the option to only
reply to the email sender (see diagram 7). To only send a secure reply to the
email sender - click on the embedded ‘Reply’ button. To send your reply to
everyone the email was sent to - click on the embedded ‘Reply All' button.

Diagram 7 — Secure email Reply screen with ‘Reply All’ option

From . (Social Work)" [I]
< @glasgow.gov.uk>
To @gmail.com® < @gmail.com>,
@yahoo.co.uk®
< @yahoo.co.uk>
Subject (please encrypt) Test Secure email from GCC (OFFICIAL)
Date 11:34:15+0100
OFFICIAL
o
Hello

This is a test secure email for ilustration purposes

Regards

OFFICIAL

CITY COUNCIL
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* You are not able to add or remove participants from the original secure
email’s distribution list.

 If you want to attach any files to your secure reply, click on the embedded
‘Attachments’ button located towards the bottom of the secure email reply
screen to open the ‘Select Attachments’ screen as in (diagram 8)

Diagram 8 — Secure email Reply Select Attachments screen

]
Q(@h‘—’! https://5px.g.. O ~ @ Gl.. C || I Sophos SPX Secure Email Reply ] DM Sophos SPX Secure Email R... % \ | kL
2) |
b4 Glasgow City Council - Secure Mail Qﬂ
Select attachment Attachments
Browse= No attachments
1

* To select a file or files to attach to your secure email reply, click on the
‘Browse’ button in the ‘Select Attachments’ screen to open the File Upload
screen (see diagram 9).

Diagram 9 — Secure email Reply File Upload screen

@ Choose File to Upload B
@l ~ 1 & » ThisPC » Music v ¢ Search Music L
Organize v New folder = [ @
~ . -
4% Favorites Name Date modified Type
B Desktop ﬂ% test secure email file attachment.docx 13/09/2016 21:30 Microso)
& Downloads

.
=, Recent places

4 |8 This PC

I | pg Desktop
b | Documents
I | @ Downloads

| b Music
I | & Pictures
> @ Videos
> @ Windows (C:)
b Cod v < >

File name: v | AllFiles (*%) v
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* Find the relevant files on your own secure network locations using this
file viewer and click on ‘Open’ at the bottom of the screen when the correct
files have been highlighted. This will return you back to the ‘Select Attach
ments’ screen.

* Files selected will now appear in the ‘Select Attachments’ screen where they
can be uploaded to the secure email Reply by clicking on the ‘Upload’
button. (See diagram 10).

Diagram 10 — Secure email Reply Select Attachments screen with file
uploaded ready to be tagged

_— |
ell\—’l https://sprg.. O ~ @ Gl.. C ” M Sophos SPX Secure Email R... ‘7 A ok 1
~
Glasgow City Council - Secure Mail
Select attachment Attachments
Browae... 1. [Jtest secure email file attachment docx (13.185KB)
Delete | Done |

* Uploaded files can be ‘tagged’ by ticking the checkbox next to each filename.
When the correct files have been tagged click on ‘Done’ to return to the
secure email Reply screen. The secure email Reply screen will now show
that the selected file attachment has been added to the secure email Reply.
(See diagram 11).

CITY COUNCIL
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Diagram 11 — Secure email Reply screen with file attached

ol
e@|M https.//spx.g.. O ~ @ Gl... G" I Sophos SPX Secure Email R... % Yok Ik
| 1
Al
Glasgow City Council - Secure Mail
From:
To: " (Social Work)" < @glasgow.gov.uk>
Subject: Re: [SECURE REPLY)] (please encrypt) Test Secure email from GCC (OFFICIAL)
Attachments: “ltest secure email file attachment docx
test secure reply email with file attachment
A
—-Original Message-——
From: ™ (Social Work)" < @glasgow.gov.uk>
Sent Mon, 12 Sep 2016 15:38:07
To:
Subject: (please encrypt) Test Secure eman trom GCC (OFFICIAL)
OFFICIAL
Hello
This is the content of a test secure email for illustration purposes.
Regards
v
Send | Attachments | ] Send me a secure copy
v

* The secure email Reply message can be composed above the original
message.

 If you want to keep a copy of your secure reply back to the council then
make sure that the ‘Send me a secure copy’ box at the bottom of the email
remains ticked (it should be ticked by default).

* When the secure email Reply message has been composed and the relevant
files attached, click on the ‘Send’ button at the bottom of the secure email
Reply screen to send the secure email Reply.

» Secure reply functionality will not work if the original secure email is over
30 days old, if the password that the original secure email was encrypted with
has expired or if your Adobe Reader application does not allow external links
to be resolved. See the published Customer FAQ for more details.

* A notification message will confirm that your secure reply has been sent
successfully (see diagram 12).

CITY COUNCIL
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Diagram 12 — Successful secure Reply confirmation screen

QIM https://spx.g.. O ~ @ Gl. & ” [ Sophos SPX Secure Email R... 7'47]_‘ ) A §§}

Q Glasgow City Council - Secure Mail Qq 3

Message sent successfully

Success!

Your secure reply has been sent successfully.
The recipient of your message will receive it shortly.

You can now close this window.

* You will also receive an automatic confirmation message in your email
Inbox from ‘no-reply@glasgow.gov.uk’ confirming that your secure
message has been successfully encrypted. (See diagram 13).

Diagram 13 — Successful secure Reply encryption message

H® O+ &§-: e Rex [SECURE REPLY] (please encrypt) Test Secure email from  GCC (OFFICIAL) - Message (HTML) T M -8 X
MESSAGE  McAfee E-mail Scan

G lomore x F2Meeting B Toavel Docome. 3 To Mamager ¥ Rushes + 3 Hl ‘P a q
k < <« X (" ; -2 i Tesrn Email D B Onedicte 2 i X >
e Reply Reply Forwad o O o ke [ ke Categorize Follow T Zoom

Tansiate
Up~ K

# Find

) Related
[y Sefect -
tating

" R Res [SECURE REPLY) (please encrypt) Test Secure emnal from  GCC (OFFICIAL)

Glasgow City Council - Secure Mail Qﬂ

Your massape 1o was successtully ancryphs

DD Giusgom Coty Council, Gty Chambers, Gosege Square, Glasgow, G2 10U ot

* A copy of your secure email reply will be sent to your email ‘inbox’ (as
long as the ‘send me a secure copy’ box on your reply remains ticked), as
an encrypted email. It won’t appear as a normal sent email in your email
‘sent’ items folder. You will need to enter your secure password to access
the content of your secure reply in the same way as you would with a secure
email sent by the council. secure emails content?

CITY COUNCIL
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6. Recovering and Resetting secure
passwords

Key concepts

* Forgotten passwords can be Recovered from the system

Passwords can be changed by Resetting them

Passwords can only be Recovered or Reset by successfully answering
security challenge questions

A secure password is specific to the email account that secure emails are
sent to, if you use multiple email accounts each will have separate secure
passwords

An shared email address accessed by multiple users will only have one
secure password to open secure emails sent to that address

* New securely sent emails can only be opened using your current secure
password

* Older secure emails which have been encrypted with a previous password
(if you have not always had the same password), can only be opened using
the secure password that was current at the time the secure email was

originally sent

* If you have forgotten your current secure password you can ‘Recover’ it from
the system and use it to open secure emails encrypted with that password

» Earlier secure emails encrypted with a previous — now forgotten — password
cannot be accessed by Recovering your current secure password

* If you want to change your current secure password you can ‘Reset’ it and all
future secure emails will be encrypted with that password

* The recipient can Recover or Reset their password by clicking on the ‘click
here’ link in the covering secure email message they receive any time they
are sent a secure email (see diagram 14).

CITY COUNCIL
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Diagram 14 —covering secure email message with link to password
Recovery or Reset screen

H® O+ ¢§- = (please encrypt) Test Secure email from GCC (OFFICIAL) - Message (HTML)
MESSAGE ~ McAfee E-msi Scan
B lgnore x O o (& FMecting U Travel Docume... ©3 To Manager Vi ToRules~ 8 HI |> % M Find q
] (; 2 (,- 2 -)d WEm- E3 Team Email v Done Mowe BOneNote = L
- clete  Reply Reply Forwar N - ¥ = Move ssign  Mark Categorze Follow Translate | ‘oom
A EBMore~ |55 Reply &Delete  # Create New N - EPActions®  policy~ Unvead - Up~ B Select~
Delete Respond Quick Steps 3 Move Tags % Ecting Zoom
Mon 12/09/2016 15:38
- Social Work) < @glasgow.go

¥ (please encrypt) Test Secure email from GCC (OFFICIAL)

Message 1O _2016-09-13-193012.p41 (353 KB}

Q Glasgow City Council - Secure Mail Qq

Your secure email from Glasgow City Council has arrived

Your secure email message from "Robinson, Neil (Social Work)" ( @9lasaow.aov.uk) is available 1o view

How to view your message

+ The message conent is in a POF file altached 1o this emai

* You should use Adobe Reader (version 7 or higher) to wiew the PDF file (you may need %o save e PDF file 1o your network before you
are able 1o open the POF in Adobe Reader)

* You will need 1o enfer your secure email password that you registered % open e PDF

« if you do not currently have Adobe Reader you can download it for free from

Forgot your secure password?

= If you forget your secure password that you registered - you may need 10 either recover it or reset it. Click glick here to for heése optons.
Support

+ Refer %o our Secure Email User Guidance and FAQ at www glasgow gov yksecyreemail for more information on how % receive secure

* From the ‘Reset or Recover Your Password’ email address verification screen
you should confirm that the highlighted email account is yours and click on
the ‘Send Password Questions’ button (see diagram 15). This prompts the
system to send you out the security challenge questions to answer.

Diagram 15 — ‘Reset or Recover Your Password’ email address verification
screen

o EE
@@h\_’l https://<pig. © ~ @ Gl G]l | 1 Sophos SPX Secure Email R... X |—| A A T

Q Glasgow City Council - Secure Mail Qq A

Forgot your password?

To reset or recover your password...

Verify that the email address below Is yours, click ‘'Send password question’, and follow the instructions
Email Address:

Send password question(s) l

CITY COUNCIL
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* You will receive an email notification titled ‘SPX password recovery request’
with a link to a secure webpage where you can Recover or Reset your pass
word (diagram 17).

Diagram 16 — ‘Reset or Recover Your Password’ notification email

6

= Glasgow City Council - Secure Mail

-
-
Glasgow

Encrypted email notification from Glasgow City Council

Arequest was received for the password question(s) for opening secure messages sent between Glasgow City Council and your email
account.

Click here to answer the question(s) and reset or recover your password.
Note: if your mail program does nof support active links, you can reset or recover your password by copying and pasfing the fext below info your web browser.
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M Glasgow City Council, City Chambers, George Square, Glasgow, G2 1DU

* Clicking ‘here’ on the notification email opens the ‘Password Reset or
Recovery’ screen (see diagram 17). You will need to successfully answer
the security challenge questions in order to proceed to Recover or Reset your
password. The answers to these questions were set when you created your
current secure password.

Diagram 17 — Password Reset or Recovery scree
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Answer the password question(s) to reset or recover your password.

Email Address:

Question: What was your childhood nickname?

Answer: I

Question: In what city did you meet your spouse/significant other?
Answer: I

Question: What is your oldest sibling’s middie name?

Answer: [

®) Reset my password
Create a new to replace a forg p This will not allow you to access previously received
secure mail that was encrypled with old passwords.

O Recover my password

Retrieve your forgotten password. This will give you access to all previously received secured mail that was
encrypted with this password.
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* Enter the answers to the 3 security challenge questions exactly as input when
your password was created

* Select ‘Reset my Password’ or ‘Recover my Password’ options as
required and then click the ‘Submit’ button. This will only work if you have
successfully answered all of the security challenge questions. Refer to the
section titled ‘If a password cannot be Reset or Recovered’ below if you
cannot successfully answer the security challenge questions.

Recovering a forgotten password

 If you chose to Recover your password you will be shown a temporary
password on screen (see diagram 18), which should be used to open a
system generated secure email sent to you from ‘No-Reply@glasgow.gov.uk
titled ‘SPX Password Recovery Request Information’.

Diagram 18 — Successful password Recovery — Temporary Password
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Password recovered successfully

Success!

Password recovered successfully

You will receive an encrypted message containing your password
shortly.
Use the following temporary password to open the message:
$52j7pc.

You can close this window after you've successfully recovered your
password.
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* Open the ‘SPX Password Recovery Request Information’ email as normal
using the temporary password to see confirmation of your current password
which is still valid

* You can use this password to access all secure emails previously sent to you
which were encrypted using this secure password. Future secure emails
sent to you will continue to be encrypted using this password until it is
changed (Reset) by you or expires.

Resetting (changing) a password
* If you choose to Reset your password you will be taken to a Secure email

Password Reset screen and asked to create and confirm a new secure
password. (See diagram 19).

Diagram 19 — Secure Password Reset screen
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e Glasgow City Council - Secure Mail
Reset the password you want to use for future secure emails.
Email Address: Password Requirements:
P d: © Passwords must be 8-32 characters in length
aEaWOrY. I I © Passwords must be alphanumeric
Confirm password: [ ] © Atleast one special character (-1&%$@") is required
© Passwords must match
[[] update password change/reset question(s)
Password Reset/Recovery:
Password questions and answers must be unique. Answers must contain at least 2 characters
Question 1: What was your childhood nickname? v
Answer: <use existing answer>
Question 2: In what city did you meet your spouse/significant other? v
Answer: <use existing answer>
Question 3: What is your oldest sibling's middie name? v
Answer: <use existing answer>
Reset password
v
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» Enter and confirm your new strong password at the top of the screen making
sure it meets the requirements on the right hand side of the screen. 4 green
ticks indicate an acceptably secure password.

* You can choose to keep the same existing answers to the security challenge
questions as when you created the original secure password or supply new
answers to security challenge questions

* This screen defaults to using the existing recorded answers to the
security challenge questions so if you don’t want to change them,
click on ‘Reset Password’ to change your secure password.

* You will receive a notification that you have successfully reset your password.
(See diagram 20).

* If you want to create new answers to security challenge questions then tick
the box ‘Update Password Change/Reset Questions’ which will unlock the
security challenge questions below. Select 3 security challenge questions and
record their answers.

* |tis very important that you remember your new answers to the chosen
security challenge questions as you will need to input them if you ever forget
your secure password or want to change it in the future.

* Click on ‘Reset Password’ to change your secure password.

* You will receive a notification that you have successfully reset your password.
(See diagram 20).

Diagram 20 — Notification of a Successful Password Reset screen
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Password reset successfully

Success!

You have suc fully reset your p: d.

Use your new password to send or receive future secure emails.

You can now close this window.
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* Future secure emails sent to you will be encrypted with this new
password. You will not be able to use this new password to access any
secure emails previously received which were encrypted using a previous
password.

» |If a secure password for a shared mailbox account is Reset, the
organisation should inform all relevant users who access that shared mailbox.
It will be important for organisations to carefully maintain secure passwords
for shared mailbox email accounts.

If password cannot be Reset or Recovered

* If you cannot successfully answer the security challenge questions you will be
unable to either Recover or Reset your current password.

* Where a forgotten password cannot be Recovered you will be unable to
open any new secure emails sent to you.

* Where an existing password cannot be Reset all new secure emails will
continue to be encrypted using this password.

* In this situation it is recommended that you contact the sender of a recent
secure email and request that the secure email account linked to your
email address be deleted. This will prompt the system to request that you
create a completely new secure password the next time you receive a new
secure email.

* Account deletion may take several hours to accomplish and you will
not receive any system generated notifications confirming that it has been
completed.

* The next secure email that you are sent following account deletion will trigger
the system generated notification email titled ‘“You have received a secure
email from GCC’ (as shown in diagram 1 above). This is the same email
that you received when you receive your first secure email from the council
and prompts you to create a new secure password.

 If there is a particular secure email that you need to access but can’t because
of a forgotten password, contact the sender of that email and request
that it be resent to you. It will be queued for delivery after you create a new
password.

* Following account deletion and the creation of a new secure password,
previously received secure emails will remain encrypted using the password
that was current at the time the email was originally sent. A newly created
password will not access previously received secure emails.
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/. Secure Password Expiry

Key Concepts

» Secure passwords expire after 30 days of non-use

Secure emails sent to recipients with expired passwords will not be delivered
until a new password is created

The system does not automatically notify you that your password has expired

You can still use expired passwords to open older secure emails but you will
not be able to securely Reply to those emails

* Your secure password will automatically expire if it is not used to access
an encrypted email or send a secure Reply for more than 30 days.

* The system will not issue an automatic notification to you confirming that
your password is about to expire or that it has actually expired. You may
not realise that your secure password has expired.

* Any secure email sent to you after your password has expired will not
be delivered by the system and will be queued pending you creating a
new password

* |If a secure email is sent to you after your secure password has expired
you will receive another ‘Secure email password registration email’
(see diagram 1 above) - the same notification you get when you are first
sent a secure email which prompts you to create a secure password. This
notification does not specifically notify you that your previous password has
expired.

* You will have 30 days from receipt of the automatic notification email to
register a secure password before the secure email you have been sent
expires and can no longer be delivered to you. The system will re-send the
‘Secure email password registration email’ every five days until the 30
day period expires or you create a new password.

* Secure emails encrypted with passwords which have expired will not allow a
secure Reply to be made from those emails

* Once you have registered a new secure password you will receive any
secure emails sent you which were queued for delivery. These secure
emails and any subsequent secure emails can be accessed using your newly
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created secure password.

* However, you will not be able to open any secure emails previously sent to
you with this new password — previously received secure emails can only
be opened with the password which encrypted them (the password
which was valid at the time the secure email was sent), and these emails
will not allow you to make a secure Reply from them

8. Secure email support

 If you have any issues working with secure email you are directed to the
online Secure Email Customer FAQ at www.glasgow.gov.uk/secureemail
in the first instance.

* If neither this guidance document or the FAQ help you resolve the issue you
are advised to contact the sender of the secure email for advice
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